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1. INTRODUCTION

Today an individual’s ability to obtain housing, purchase goods, qualify for a
promotion, purchase insurance, buy a car, or even rent a hotel room depends on that
person’s creditworthiness.! A person with good credif enjoys substantially more
financial freedom than a person with poor credit.’ In Great Britain, third party ven-
dors gather, maintain, package and distribute credit reports about individuals.® Errors
made by these vendors in an individual’s credit report may harm that person.’ British

1. SeeBOARD OF GOVERNORS, FEDERAL RESERVE SYSTEM, CONSUMER HANDBOOK OF CREDIT PROTECTION
LAws (1993) [hereinafter CONSUMER HANDBOOK] (defining creditworthiness as an ability to repay debt and a
willingness to do so). Traditional lending criteria evaluate characteristics such as job and residence stability, credit
history, and collateral. Id. Elements such as income, length of time on the job and credit history are typically given
more weight in an equation combining all factors. /d. See also FAIR, ISAAC AND COMPANY INC., ANALYZING A
CREDIT REPORT: FACTS AND FALLACIES 4-9 (1995) (copy on file with The Transnational Lawyer) [hereinafter
FACTS AND FALLACIES] (analyzing credit risk as a composite of many different factors including payment history,
public record and collection items, outstanding debt, credit history, credit inquiries, trade lines, and the type and
mix of credit in use); FAIR, ISAAC AND COMPANY, INC., ANNUAL REPORT 1995 A (1995) (copy on file with The
Transnational Lawyer) [hereinafter ANNUAL REPORT 1995] (identifying Fair, Isaac and Company Inc. as a leading
developer and provider of data management systems and services for the consumer credit industry, ranked first or
second in sales of every type of credit management product). The company generated over $113,881,000 in fiscal
1995 revenues providing a variety of credit scoring services. /d. But see Peter P. Swire, The Persistent Problem of
Lending Discrimination: A Law and Economics Analysis, 73 TEX. L. REV. 787 (1995) [hereinafter Persistent
Problem) (positing certain alternative criteria that might predict credit-worthiness as effectively as existing
practices).

2.  See PAUL B. RASOR, CONSUMER FINANCE LAW 1 (1985) (characterizing credit as a medium of limited
acceptance, the use of which depends on factors such as one’s credit history, which is independent of how much
cash one has); see also JOHN KENNETH GAILBRAITH, MONEY, WHENCE IT CAME, WHERE IT WENT 71 (1975) (stating
that, “credit allows the man with energy and no money to participate in the economy more or less on a par with the
man who has capital of his own”).

3. Seesupranote 1 (noting for example that mortgage applicants with past due payments are not likely to
qualify for a loan that would otherwise be granted); see also FACTS AND FALLACIES, supra note 1, at 14 (identifying
as high risk a credit profile showing one thirty-day delinquency, and exhibiting higher than desirable ratios of cash
balances to credit). This example of a credit profile which would be denied credit is presented in a booklet dis-
tributed by Fair, Isaac to lenders for the purpose of teaching how to evaluate loan candidates. /d.

4.  OFFICE OF FAIR TRADING, KNOW YOUR RIGHTS 2, 8 (1994) [hereinafter KNOW YOUR RIGHTS)
(identifying the top three British credit reporting agencies as CCN Group Ltd, Credit and Data Marketing Services,
and Equifax Europe). The Office of Fair Trading monitors credit transactions in England. Jd.

5.  See DONNA NOEL, CREDIT SURVIVAL GUIDE 25 (ICF & Success Seminars eds., 1995) [hereinafter
CREDIT SURVIVAL GUIDE] (asserting credit ratings directly impact a wide range of factors, including one’s resi-
dence, interest rates charged for installment purchases, ability to travel, rent a car or stay in a hotel, the amount of
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statutes requiring accuracy protect certain categories of personal information.®
Unfortunately, a practical application of these statutes does not allow individuals to
recover for damages caused by inaccuracies in their personal databases.” This Com-
ment explores the harm to individual privacy rights caused by informational errors.

Great Britain seeks to learn from equivocation in U.S. data protection laws® by
narrowly defining a protected right to informational privacy.’ Britain emphasizes the
relationship between private information and its dissemination in a commercial con-
text.' Less opportunity for ambiguity exists in determining whether a privacy right
has been violated when those rights are narrowly defined.'! Rationally, transgression
is less likely to occur when it is easier to detect a violation.'> But companies which
compile personal information manage massive amounts of data.”” Recent techno-
logical breakthroughs' have made it easy for these companies to combine infor-

fees and points paid when purchasing a home, and employment or job promotions). Specificaily, those with poor
credit pay higher interest rates than borrowers with good credit; the people who can least afford credit pay the most
for it. Id. See, e.g., AL GRIFFIN, THE CREDIT JUNGLE 121-22 (1971) (noting that persons denied traditional forms
of credit often seek it at 2 higher cost from neighborhood finance companies, loan sharks, etc., thus driving up the
cost of credit to those individuals least able to afford it).

6. See generally Data Protection Act 1984, part I, §§ 2-3, reprinted in 6 HALBURY’S LAWS OF ENGLAND
AND WALES 902-03 (4th ed. 1992) [hereinafter DPA] (enabling protection of personal information which relates
to a living individual who can be identified from that information, and which is recorded in a form in which it can
be processed electronically by equipment operating in response to instructions).

7.  See infra notes 299-320 and accompanying text (discussing the barriers to recovery facing private
individuals harmed by inaccurate personal data).

8.  Fred H. Cate, The EU Data Protection Directive, Information Privacy, and the Public Interest, 80 IOWA
L. REV. 431, 437 (1995) [hereinafter Information Privacy] (reviewing the European Union’s concern that in-
adequate data protection in the United States will ultimately result in a prohibition of data transfers between the U.S.
and member nations); Joel R. Reidenberg, Privacy in the Information Economy: A Fortress or Frontier for
Individual Rights? 44 FED, CoM. L.J. 195, 196 (1992) [hereinafter Privacy in the Information Economy] (veporting
on federally mandated studies extending back 20 years, which conclude that privacy in the United States is not
adequately protected from either government or industry intrusions). Reidenberg asserts that existing federal and
state frameworks for the legal protection of individual rights are too meager in scope, application and statutory
protection to serve the interests of a concerned public. Id. at 200.

9.  Seesupranote 6 (noting how the primary statutory authority defines privacy rights in terms of personal
data). Philosophically, this Comment follows Westin’s definition of privacy. See ALAN WESTIN, PRIVACY AND
FREEDOM 7 (1970) (defining a protected privacy interest as the right to control information about oneself).

10. Elizabeth France, Data Protection Act, Office of the Data Registrar Home Page, <http://www.open.gov.
uk/dpr/dprhome.htm> (visited Oct. 25, 1996) (copy on file with The Transnational Lawyer) (emphasizing that the
Data Protection Act focuses on the electronic processing and dissemination of information about living, identifiable
human beings, whether sensitive or not).

11. DPA, supra note 6, part I, § 1(1)-(3) (defining personal interests in terms of data about a specific
individual which can be gathered, stored and disseminated by another entity).

12, See Jennifer L. Kraus, Note, On the Regulation of Personal Data Flows in Europe and the United States,
1993 CoLuMm. BUS. L. REV. 59, 66 (1993) [hereinafter Regulation of Personal Data Flows] (postulating that
individual European countries, including the United Kingdom, have structured narrow laws intended to restrict
access to data to address problems of intrusiveness, inaccuracies and competition).

13. See infra notes 62-64 and accompanying text (describing the enormous volume of personal data pro-
cessed by commercial data gatherers).

14. See infra notes 64-73 and accompanying text (relating technological advances in compiling personal
information databases).

79



1997 / Informed Lending Decisions vs Privacy Interests in Great Britain

mation from many different databases.”® This information is valuable to retailers,
commercial lenders, banks, marketing groups, or any other party which directly or
indirectly sells something.® The pragmatic application of readily-available infor-
mation technology allows efficient gathering, processing, manipulating and delivery
of this valuable personal data.'” Conversely, some regard this technology as an un-
controllable juggernaut inevitably destined to infringe on protected privacy
interests."

The European Union reached the conclusion that privacy rights needed pro-
tection over a decade ago, and responded by formulating regulations governing inter-
country transfers of personal data."” These regulations require member nations to
erect statutory protections of personal data.”’ Members may only transfer personal

15. See infra note 66 and accompanying text (discussing the ways in which commercial data gatherers
combine information from across a wide variety of data platforms).

16. See infra notes 65-77 and accompanying text (defining the types of businesses that depend on and seek
out personal data).

17. See infra notes 62-73 and accompanying text (reviewing personal data accumulation strategies).

18. See Paul M. Schwartz, Privacy and Participation: Personal Information and Public Sector Regulation
in the United States, 80 Iowa L. REV, 553, 554 (1995) [hereinafter Privacy and Participation] (asserting that global
information sharing renders the protection of individual privacy a “critical regulatory challenge™); see also Paul M.
Schwartz, Symposium: Data Protection Law and the European Union’s Directive: The Challenge for the United
States, 80 TowA L. REv. 471 (1995) [hereinafter Challenge for the United States] (relating the control of information
on the Information Superhighway to compelling issues of power, legal rules, industry norms, business practices,
and economic impact, which are at the forefront of “policy discussions among businesses, governments, and
citizens”); Michael P. Roch, Arvicles: Filling the Void of Data Protection in the United States: Following the
European Example, 12 COMPUTER & HIGH TECH. LJ. 71, 71 (1995) (describing the growth of business and govern-
ment reliance on computer technology for record keeping, market analysis, managerial decisions, census data, and
intelligence purposes over the past two decades, to the inevitable accumulation of information about private citizens
in either a government or commercial database, at a minimum); Sari Kalin, News Analysis Deregulation of Foreign
Internet Access Costs Soar Above United States’, INFO. WORLD, Oct. 28, 1996 at *1, available in 1996 WL
12273178 (reporting on estimates that the rapid growth of Internet activity will result in more than 100 million users
by the end of 1998); John A. Quelch & Lisa R. Klein, The Internet and International Marketing, SLOAN MGMT,
REV., Mar. 1, 1996 at *1, available in 1996 WL 10054575 (asserting that the current expansion of Internet use is
fueled by marketing efforts to provide products and information to potential buyers); Stephen P. Aranoff, Browsing
the Web for Profit Potential, GRAPHIC ARTS MONTHLY., July 1, 1996, at *2, available in 1996 WL 8735117
[hereinafter Browsing the Web] (interviewing David Scott Carlick, senior vice president of advertising firm Poppe,
Tyson). Carlick states that one of the primary reasons Internet advertising continues to grow is its ability to lower
the cost of generating new customer leads, and consequently, the cost of making a sale. /d.

19. See Challenge for the United States, supra note 18, at 474 (reviewing the efforts made by the Council
of Europe and Commission of the European Union, on behalf of member nations including the United Kingdom
to address the issue of international data transfers). Schwartz notes that the legal solutions allow blockage of data
transfers to countries with insufficient internal protection of privacy interests, Id. He suggests such measures may
actually challenge the free flow of data to the United States. Id.

20. See generally Information Privacy, supra note 8 (differentiating between privacy guidelines issued by
the Committee of Ministers of the Organization for Economic Cooperate and Development, and conventions for
the Protection of Individuals with Regard to Automatic Processing of Personal Data promulgated by the Council
of Europe). The guidelines represent basic principles for data protection and the free flow of information among
countries with laws conforming to the protection principles, but-are without the force of law. Id. at 431. But, the
Council of Europe requires countries wishing to engage in the transborder exchange of personal data to enact
conforming national laws. Id. at 431-32. See also id. at 432 (reporting that as a result of the disparities between
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data to countries in compliance with European Union standards.? Though the United
Kingdom’s passage of data protection laws in 1984* makes Britain a relative new-
comer to the arena of data protection,” commentators generally regard Britain’s data
protection provisions as consistent with the standards required by the Union.? But
these statutes work better on paper than in practice.” Industry foot dragging is part
of the problem; barely half the companies required to register as users of personal
data have done so.”® Also, while the nation’s data protection laws compel correction
of inaccurate personal information,”” damages caused by inaccuracies in that infor-
mation are inaccessible to the individuals harmed.”

This Comment focuses on the data protection statute intended to safeguard per-
sonal information from infringement by businesses granting consumer credit.?® Part
II defines the relevant terminology, and discusses the heightened threat to privacy
interests represented by information technology within a commercial context.>® Addi-
tionally, Part II reviews the impact of modern technology on efforts to protect

various approaches, the Commission of the European Community drafted an ambitious Council Directive on the
Protection of Individuals With Regard to the Processing of Personal Data and on the Free Movement of Such Data).
Cate characterizes the Directive as extraordinary comprehensive, and notes it requires each of the member states
to enact Jaws goveming the processing of personal data. Id. at 433. The law must guarantee certain basic
protections, including data processing which is accurate, up-to-date, relevant and not excessive. /d. Further, data
may not be kept for longer than necessary to achieve the purpose for which it was gathered, and may only be
collected and used for legitimate purposes. Id.

21, M.

22. See generally DPA, supra note 6 (applying statutory authority over data protection to England, Wales
and Ireland). This omnibus legislation was passed in 1984. Id.

23. See Filling the Void of Data Protection in the United States: Following the European Example, supra
note 18, at 76-77 (recognizing Sweden and Germany as the first member nations to pass laws intended to protect
personal privacy). Sweden passed its first national data protection laws in 1973, and Germany began its long-
standing tradition of privacy in the German Civil Code of 1896. /d.

24, See Joel R. Reidenberg, The Privacy Obstacle Course: Hurdling Barriers to Transnational Financial
Services, 60 FORDHAM L. REV. 137, 148 (1992) [hereinafter Privacy Obstacle Course] (characterizing the United
Kingdom’s omnibus Data Protection Act as consistent with the broad data protection stipulations in the European
Convention); Paul M. Schwartz, European Data Protection Law and Restrictions on International Data Flows, 80
IowA L. REV. 471, 474 (1995) [hereinafter Restrictions on Data Flows] (noting Great Britain forbids the transfer
of any data likely to contravene the data protection principles expressed by the European Union).

25. See infra notes 282-84 and accompanying text (criticizing the failure of Britain’s primary authority to
adequately protect consumers harmed by inaccurate data because of ill-defined regulatory provisions and statutory
defenses favoring commercial interests).

26. See infra note 187 and accompanying text (reporting on the lack of compliance with registration
requirements under the Data Protection Act of 1984).

27. DPA, supra note 6, part III, § 24(1) (granting judicial authority to compel the rectification or erasure
of personal data on a determination that the data is inaccurate).

28. See infra notes 299-320 and accompanying text (denoting the challenges faced by consumers seeking
recovery for damages caused by inaccurate personal data).

29. See generally DPA, supra note 6.

30. Seeinfra notes 7677, 167-68 and accompanying text (regarding the threat to privacy interests inherent
in advancing information technology, especially problematic in the area of credit transactions).
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privacy rights.* Part I1I distinguishes the interests of private individuals? companies
which harvest information about those individuals,*® and lenders who use that infor-
mation in credit transactions.** It then examines the conflicts and common grounds
between those interests.” Part IV discusses Britain’s legislative solution to infringe-
ment through an analysis of the primary authority®® protecting personal data, in-
cluding a review of available remedies.?” The section identifies potential barriers to
successful government monitoring of commercial data users and prosecution of data
protection violators.* Part V posits four proposals to heighten protection of personal
data by achieving a more equitable balance between privacy interests and legitimate
commercial concerns.®® Part VI concludes that a balance can be struck between
commercial and private interests by shifting the burden for insuring data accuracy,
modifying statutory defenses to promote greater chances of recovery by harmed
individuals, and allowing disinterested individuals to opt out of electronic databases.

II. OVERVIEW

This section begins by defining relevant terms, then proceeds to a brief overview
of Britain’s legislative attempts to protect private data. Next discussed is the cor-
rosive impact of information technology on privacy rights in general. A hypothetical
example illustrates the problems faced by a typical consumer who suffers damage
because of improper data management. Finally, the Comment scrutinizes injuries to
privacy rights within the context of a commercial lending transaction.

31. Seeid.

32. See infra note 60 and accompanying text (defining private interests).

33. See infra notes 174-76 and accompanying text (defining the interests of commercial gatherers of
personal information).

34, See infra notes 192-99 and accompanying text (defining interests of commercial lenders).

35. See infra notes 212-21 and accompanying text (identifying the intersection of commercial and private
interests).

36. See generally DPA, supranote 6.

37. See infra notes 300-06 and accompanying text (reviewing the practical reality of access to statutory
relief).

38. See infra notes 307-13 and accompanying text (criticizing the ease with which businesses can avoid
liability for harm caused to consumers by inaccurate databases); see also infra note 148 and accompanying text
(reporting the government’s failure to compel registration of data users for regulatory purposes).

39. See infra notes 334-55 and accompanying text (exploring alternatives to protecting important privacy
interests without prohibiting legitimate commercial activities).
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A. Definition of Terms

Data® refers to information recorded in a form in which it can be automatically
processed by computer equipment in response to specific instructions.” Similarly,
personal data is a subset of data which relates to a living individual who can be
identified by virtue of that information.*” Relatedly, a data subject is an individual
about whom personal information is stored in a database due to third party efforts.*?
Data gatherer refers to any person or entity which gathers, amends, augments,
deletes, and rearranges personal data or information extracted from or added to a data
subject’s file.* Gatherers may provide other parties with services by processing or
allowing another party to process the information it holds.* Conversely, a data user
relies on information from data gatherers to assist in evaluating the risks associated
with granting some form of credit.“ Now that basic terms have been defined, the
following section discusses British efforts to provide statutory protection of personal
data,

B. Background

British efforts to provide statutory protection of personal data mirror the his-
torical abhorrence of unwanted intrusions on personal liberty seen in other advanced
nations.”’ The roots of British law extend back to the Magna Carta,*® which placed
individual liberties above all others except communal rights, a concept adopted by
British common law in the thirteenth century.* Today, the nation protects personal
data through two broad consumer protection acts,” the latter of which is the focus
of this Comment.

40. THENEW WEBSTER ENCYCLOPEDIC DICTIONARY 217 (1971) (defining datum as “some fact, proposition,
quantity or condition granted or known from which other facts are to be deduced”). The terms “data” and “datum”
will be used interchangeably throughout this Comment.

41. DPA, supra note 6, part I, § 1(2).

42, Id.part], § 1(3).

43. Id. partl, § 1(4).

44. Seeid. part I, § 1(6) (defining credit bureau). This Comment adopts the term “data gatherer” and uses
it interchangeably with “credit bureaun.” )

45. Id.

46. Id. part1, § 1(5)(a)-(c).

47. Cf, e.g., U.S.CoONST. amends. IV (“The right of the people to be secure in their persons. . . shall not be
violated"); id. V (“No person shall. . . be deprived of life, liberty or property without due process of law"™); id. XIV,
§1 (“[N]o state shall make or enforce any law which shall abridge the privileges and immunities of citizens. . .”).
See Privacy and Participation, supra note 18, at 566 (framing the Constitutional argument favoring protection of
informational privacy); see also, e.g., Filling the Void of Data Protection in the United States: Following the
European Example, supra note 18, at 77 (reporting Germany’s passage of the first data protection laws in the late
1800's).

48. Mark Allan Gray, The International Crime of Ecocide, 215 CAL. W.INT'L. L.J. 30 (1996).

49. Id.

50. E.g., Consumer Credit Act 1974, reprinted in 11 HALSBURY’S STATUTES OF ENGLAND AND WALES 15
(4th ed. 1991) [hereinafter CCA}; DPA supra note 6.
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In order to afford the consumer consistent and comprehensive protection of the
right to privacy across the whole spectrum of credit transactions, the Consumer
Credit Act’ (CCA) standardized statutory treatment of all the different branches of
the credit industry under one code.” This consolidated previous legislative attempts
which offered piecemeal regulation of various credit transactions.” The CCA offers
broad shelter for the majority of consumer credit transactions,* but does not protect
the integrity of personal data.®

The narrower Data Protection Act® (DPA) recognizes increasing challenges to
personal liberty presented by electronic data processing, and establishes compre-
hensive provisions guiding the collection, management and dissemination of private
data.”” The Act aims at protecting any discrete personal information®® which can be
electronically processed, regardless of its sensitivity.” Commercial encroachment on
this information® leads to the erosion of privacy interests.

1. The Erosion of Privacy Interests
This Comment regards a privacy interests as the right of an individual to main-

tain the integrity of any personal information gathered about that individual®' Yet,
this desire for information autonomy conflicts with the expansion of technology

51. CCA, supra note 50.

52, See CCA, supranote 50, part I, § 1(1).

53. See 22 HALBURY'S LAWS OF ENGLAND, para. 1, at 3 (4th ed. 1979) (tracing the development of hire-
purchase legislation from the Money-lenders Act 1900, and including the Pawnbrokers Act 1872, through the Hire-
Purchase Acts of 1938, 1954 and 1964).

54. See id. at 6 (noting the Act only applies to agreements involving less than £5000, or approximately
US$12,500).

55. See CCA, supra note 50, part II, § 159(1)-(4) (detailing the statutory steps available to consumers who
detect inaccuracies in their credit report). Data gatherers are not compelled to insure or maintain the integrity of per-
sonal information under this Act. Id.

56. See generally DPA, supra note 6 (failing to directly monitor or regulate credit transactions, but providing
for damages when consumers are harmed by inaccurate data).

57. DPA, supra note 6, sched. 1, part 1 (expressing the eight data protection principles intended as provide
broad protection to personal data subject to electronic processing).

58. See Elizabeth France, What Does the Act Cover?, Office of the Data Registrar Home Page, <http://www.
open.gov.uk/dpr/dprhome.htm> (visited Nov. 5, 1996) (copy on file with The Transnational Lawyer) (explaining
the Act is concerned with any personal data about a living, identifiable individual, which is subject to automatic
processing, including merely their name and address).

59. Id.

60. See generally infra notes 63-78 and accompanying text (portraying the myriad ways individual privacy
rights are threatened by information technology).

61. Joel R. Reidenberg, Setting Standards for Fair Information Practice in the U.S. Private Sector, 80 IoWA
L.REv. 497, 498 (1995) [hereinafter Setting Standards] (applying this standard to fair information practices). This
Comment follows Reidenberg by applying these standards to the collection, storage, use and disclosure of personal
information. Id. See Deborah Hagan, Credit Reporting and Privacy Issues, 80 ILL. B.J. 412, 415 (1992) (identifying
the right to control information about oneself as one of the most important attributes of a right to privacy); cf. id.
(asserting the consumer wishing to live in a credit-based society must trade off a portion of his or her privacy).
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dedicated to managing information markets.5 The advent of data warehouses® which
accumulate vast hoards of personal information from an ever-expanding variety of
sources™ has turned information management into an art form.®

62. Alan D. Fischer, Author Shares Tips on Marketing on the Net, ARIZ, DLY. STAR, June 16, 1995, at 4B
(interviewing Charles Rubin, author of GUERRILLA MARKETING ONLINE). Rubin stated Web pages could now be
constructed for as little as $20 per page, and characterized Internet marketing as cost-effective, and bound to
increase in value. Id.; see Quelch & Klein, supra note 18 (reporting nations like the United States, the United
Kingdom, Denmark, Finland, and Belgium saw the number of domestic Internet hosts increase by a minimum of
100% in 1995 alone; New Zealand’s hosts increased by nearly 450% in the same period).

63. See ANNUAL REPORT 1995, supra note 1 (reporting 1995 revenues of US$113,881,000 from providing
global database management services); see also John Goss, “We Know Who You Are and We Know Where You
Live”: The Instrumental Rationality of Geodemographic Systems, ECON. GEOGRAPHY., Apr. 1, 1995, at *7,
available in 1995 WL 12232272 [hereinafter Instrumental Rationality] (setting forth various examples of large scale
data warehouses). Goss regards Claritas, Inc.’s processing of data from credit bureau files, car ownership, banks,
census records, purchasing surveys, and other public and private services on over one-hundred million U.S.
households; R.L. Polk’s Totalist, controlling information on 95% of all U.S. households as a result of combining
information from over 20 separate data banks; and NDS’s Lifestyle Network, which offers marketing clients a huge,
unique database compiled from customized consumer surveys. Id; see also Amy Fleischmann, Personal Data
Security: Divergent Standards in the European Union and the United States, 19 FORDHAM INT'L L.J. 143, 143
(1995) (declaring the growing dependence of industry on information systems and the amount of personal data
processed is approaching staggering proportions); id. at 143 n.3 (reporting that Solomon Brothers trades in the
trillions in securities and an equivalent of total U.S. bank holdings through its computer networks annually); Law:
All Trade Deals Revolve Around the Exchange of Products and Information, EUROMONEY TRADE FIN. & BANKER
INT'L, Sept. 28, 1987, available in LEXIS, Reuter Textline {hereinafter All Trade Deals] (reporting nearly a decade
ago the use of data transfers by British exporters increased 250% between 1986 and 1988, and quoting industry
expert predictions that ICL, a British data processing firm, would sign up over 100,000 data users by the year 2000).
See infra note 78 (reporting American Express’ gold mine of personal data). This Comment also notes data mining
through ‘massively parallel’ supercomputers capable of collating, breaking down and cross-referencing vast
amounts of data from hundreds of sources in minutes. Id. See also Master the Internet Kotler Tells Marketing
Profession, CHARTERED INST. OF MKTG., Oct. 7, 1996, at *1, available on WL 1996 13546786 (quoting marketing
guru Professor Philip Kotler addressing an audience of London marketing executives). Kotler advised that to remain
competitive, coinpanies must master database marketing to provide consumers with an alternative to traditional
store-based retailing. Id. See also Kathleen A. Linert, Database Marketing and Personal Privacy in the Information
Age, 18 SUFFOLK TRANSNAT'L L. REV. 687, 690 (1995) (relating the existence of one million databased mailing
lists in the United States alone, including lists of new households, businesses, professionals, graduates, institutions,
babies, marriages, credit card holders, and automobile registrants). Linert explains how personal information can
be scrutinized by anyone with a personal computer just by tapping into thousands of available databases. Id. at 687.
But see The Europeans Take a Hard Line on Data Privacy, CREDIT CARD NEWS, Apr. 1, 1996, at *1, available in
1996 WL 8385684 [hereinafter Hard Line on Data Privacy] (reporting the difficulties faced by British credit card
issuers in building solicitation databases because of strict privacy laws).

64. A. Michael Froomkin, Regulation and Computing and Information Technology: Flood Control on the
Database Information Ocean: Living With Anonymity, Digital Cash, and Distributed Databases, 15 J. L. & COM.
395, 480 (1996) [hereinafter Flood Control] (reporting that the most important part of the emerging database
phenomenon relates to the growth of computer processing power in terms of expanded technological abilities to
cross-reference multiple, extensive databases across commercial, law-enforcement and medical boundaries as part
of a “routine” personal data collection effort); see, e.g., Privacy and Participation, supra note 18, at 612 (noting
that the “majority of states have traditionally released motor vehicle registration and driver license information”).
See generally supra note 63,

65. For example, today’s global shoe salesperson can pitch a new line of women’s pumps directly to every
single, professional woman between the age of 30 and 45 who weighs more than 135 pounds, earns over $32,000
per year, adores the color blue, vacationed out of her nation of residence at least once in the past five years, drives
a German auto and lives in Chicago, Paris or London. See generally supra note 63 (reviewing the prevalence of

85



1997 / Informed Lending Decisions vs Privacy Interests in Great Britain

Applying this technology, companies can target specific audiences. This ability
to focus marketing efforts does not depend upon feedback or even cooperation from
potential customers.® Every tidbit of relevant information is uncovered along the
electronic paper trails left by practically every modern consumer.” Virtually every
financial transaction may be compiled, manipulated and analyzed® For example,
discrete individual data ranging from the type of dessert ordered at lunch,® the books
read,” gifts bought,”" or home mortgaged™ can be gathered and consolidated as part
of a gigantic database.” While access to this information may benefit commercial
interests through increased marketing efficiency,” some commentators believe its
mere existence may lead to a degradation of personal privacy rights, even if allowed
to remain dormant.” But personal information is far from dormant; industry depends

large-scale data accumulation); supra note 64 (discussing network technology's ability to cross-reference multiple,
extensive databases across numerous platforms).

66. Flood Control, supra note 64, at 479-480 (declaring that personal privacy has been negatively affected
by the “revolution in data acquisition, processing and storage). Froomkin represents that every transaction on the
World Wide Web, including retail sales and information captured as a result of an on-line transaction of any kind,
is subject to recording and archiving. Id. at 480. He draws a parallel to similar innovations in the public arena (e.g.,
day-to-day transactions at point-of-purchase, in courtrooms, or at medical centers), and observes that the ability to
access and combine these databases leaves the average citizen with little in the way of personal privacy. Id. at 479-
480. Companies are not above soliciting personal information directly from consumers; recently the author received
an invitation by mail from AT&T phone company offering lower long distance rates in exchange for permission
to distribute information about the author to other commercial entities. See Regulation of Personal Data Flows,
supra note 12, at 61 (describing the ‘relative ease’ with which exhaustive databases on enormous numbers of people
can be compiled). For example, personal database entries occur when an individual calls an 800 number, cashes
a coupon, fills out a warranty card, subscribes to a magazine, or books a hotel room. Id.

67. See Flood Control, supra note 64,

68. Id

69. See id.; see also Instrumental Rationality, supra note 63 (critiquing geodemographic systems,
sophisticated marketing tools responsible for a revolution in marketing research). These systems combine massive
electronic databases on consumer characteristics and behavior and applies the information to exercise rational
knowledge-based control over consumer buying decisions. /d. Goss hypothesizes this type of power may one day
be used to force individuals into buying choices. /d.

70. Flood Control, supra note 64.

7. Id.

72. See RASOR, supra note 2, at 18 (noting that credit reports include public record information including
tax and other liens).

73. See generally supra notes 64-72 and accompanying text (explaining infcrmation technology’s ability
to accumulate and manage information).

74. See infra notes 113-24 and accompanying text (discussing the various ways information technology has
lowered costs and increased marketing efficiency).

75. ORRIN KLAPP, OVERLOAD AND BOREDOM: ESSAYS ON THE QUALITY OF LIFE IN THE INFORMATION
SOCIETY 2-3 (1986) [hereinafter OVERLOAD] (explaining how matter and energy naturally degrade to more random,
less ordered states). In terms of information entropy theory, the larger the amounts of information processed or
diffused, the more likely it is that information will degrade towards meaningless variety, like noise or information
overload. /d. In statistical terms, information theory entropy suggests that the mere presence of stockpiled
information increases the likelihood of its breakdown, disintegration and disorganization, leading by inference to
an infringement on personal privacy rights. /d. Klapp's analysis has special application within the context of large-
scale data processing, which he theorizes is inherently problematic in terms of maintaining information integrity.
See id. He speculates “[T]he more information is repeated and duplicated. . . the more kinds of media through which
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upon it, seeks it out, buys it, and manipulates it.”® Thus, information technology
degrades privacy rights” at the same time it increases commercial productivity.”
When privacy rights are so degraded that individual liberties are harmed” this
becomes problematic.

British citizens wishing to protect privacy rights face two problems. First, in-
formation technology gives businesses access to personal data, whether or not the
individual consumer who is the subject of that data desires such access.*® Second,

information is passed, the more decoding and encoding, and so on—the more degraded information might be.” Id
at 126.

76. See Privacy in the Information Economy, supra note 8, at 197 (maintaining that the proliferation of
computers has encouraged commercial use of sophisticated data collection strategies involving information service
providers and data clearinghouses; interconnected computing systems and expanded processing abilities have
resulted in diminished responsibility for the protection of personal information, as evidenced by the decreased
contacts between individuals and those holding personal data). Reidenberg points to the “vast quantities of personal
information containing greater detail than ever before about an individual’s financial status, health status, activities
and personal associations,” now readily available through commercial data gatherers. Id. at 198. As to commerce’s
reliance on this information, Redienberg points out the reciprocal marketing of personal databases is now estimated
to be a three billion dollar industry. Id. (citing Jill Smolowe, Read This!!!!!!, TIME, Nov. 26, 1990, at 62, 66). See
generally supra notes 62-73 (reviewing large scale personal information managers).

77. For examples of what happens when personal information is not properly managed, see Karen Epper,
Crime Watch: Credit Bureaus Step Up Their Efforts Against Data Fraud, AM. BANKER., Dec. 14, 1993, at *1,
available in 1993 WL 5853014 (reporting the arrest of 15 auto dealer employees for using personal data obtained
from credit reports to fraudulently gain cash and credit lines). See Regulation of Personal Data Flows, supra note
12, at 62 (relating the experience of Mr. and Mrs. Michael Riley, who, after experiencing a problem with a pre-
approved credit card, were told by their bank that their car had been repossessed, they faced $70,000 in tax liens,
and that they had filed for bankruptcy; the lender had purchased inaccurate information from a data warehouse,
which confused Michael George with Michael Gilbert Riley); see also Lisa Fickenscher, Credit Industry Strains
to Stem Tide of Identity Theft, Oct. 24, 1996 at *1, available in 1996 WL 5568880 (guoting Dennis Rice, director
of compliance and frand control services for Experian Inc., formerly TRW). Identity theft occurs when an
individual’s private data is stolen from electronic databases and used to impersonate that individual for the purpose
of obtaining credit. Id. According to Rice, “The problem [of identity theft] has increased so much that . . . itis
putting a strain on all our systems to keep up with it.” /d.

78. See Laurie Hays, Using Computers to Divine Who Might Buy a Gas Grill, WALL ST. J., Aug. 16, 1994,
at *1, available in 1994 WL-WSJ 340727 fhereinafter Using Computers to Divine] (reporting that American
Express accumulated more than 500 billion bytes of data analyzing how customers used 35 million charge cards
to charge US$350 billion in credit card purchases between 1991 and 1994); Flood Control, supra note 64, at 486
(discussing the practice of “data mining” by companies intent on identifying client preferences, purchase and credit
histories with regards to maintaining the client as a happy customer).

79. This Comment contends that commercial interests have superseded individual privacy rights in Great
Britain, See, e.g., supra notes 76-77. '

80. See generally DPA, supra note 6, sched. I, part 1 (setting forth the data protection principles; while the
Act circumscribes the purposes for which data can be held, the parties who can acquire and receive it, and compels
correctness, a private individual may not prevent collection of accurate personal data to be used for legitimate
purposes). But see Regulation of Personal Data Flows, supra note 12, at 71 (referring to European directive
provisions adopted by the United Kingdom and Great Britain allowing private individuals to object to processing
of personal information when that data is intended for transborder transfers of information). Companies must
expressly offer private individuals the opportunity to opt out of any lists offered for such purposes. /d.
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errors are inevitable in any setting requiring the manipulation of large databases.”
The following hypothetical examples illustrates this point.

2. A Hypothetical Example of Harm to Privacy Interests

When a private citizen is denied credit™ or is penalized by higher costs to obtain
credit® due to inaccurate personal data,® privacy interests are harmed. While Britain
has taken steps to provide a less convoluted litigation remedy than the complex statu-
tory scheme adopted by the United States,®® this simplified approach® to statutory
redress of intrusions on privacy rights®” does not effectively balance commercial and
privacy interests. On the one hand, data gatherers who compile quantities of infor-

81. Regulation of Personal Data Flows, supra note 12, at 62 (relating that 35% of people who pay to receive
a copy of their credit report find that someone else’s credit history has been mistakenly attributed to them,
sometimes with dire consequences); CREDIT SURVIVAL GUIDE, supra note 5, at 1 (reporting approximately 1.5
million inquiries are processed each day by the three largest data warehouses in the U.S., and citing studies finding
errors in nearly one-half of all reports on file); see also OVERLOAD, supra note 75, at 2-3 (explaining the natural
degradation of matter and energy into random, disordered states).

82. See generally supra note 1 (defining creditworthiness and the importance of credit reports in lender
credit decisions); see also CREDIT SURVIVAL GUIDE, supra note 5, at 1 (relating credit is denied to 15% of all
applicants as a result of inaccurate personal data).

83. See Policy Statement on Discrimination in Lending, Federal Interagency Task Force on Fair Lending,
59 Fed. Reg. 18,268 (1994) [hereinafter Policy Statement] (describing how lenders vary the terms of credit,
including amount, interest rate, duration or type of loan depending on an applicant’s credit score or history); Don’t
Get Caught in a HMDA Trap, A.B.A. BANKING J., Oct. 1991, at 28 (noting that lenders justify differences in terms
as a function of risk; those borrowers with good credit constitute less risk than those without).

. 84. Other injuries which may occur as a result of inaccurate credit reports such as affronts to dignity and
psychological damages are beyond the scope of this Comment.

85. For example, citizens in the United States who experience harm due to a perceived invasion or misuse
of personal data must select from an extensive variety of statutory, regulatory, and administrative options to seek
relief. See, e.g., Fair Credit Billing Act of 1974, 15 U.S.C. § 1666 (1988); Fair Credit-Reporting Act of 1970, 15
U.S.C. §§ 1681-1681t (1988); Fair Debt Collection Practices Act of 1977, 15 U.S.C. §§ 1692b(2), 1692c(b); Equal
Credit Opportunity Act of 1974, 15 U.S.C. §§ 1691b(2), 1691c(b) (1988); Electronic Funds Transfer Act of 1978,
15 U.S.C. §§ 1693-1693r (1988); Electronic Communications Privacy Act of 1986, 18 U.S.C. §§ 2510-2520,
2701-2709 (1988); Video Privacy Protection Act of 1988, 18 U.S.C. §§ 2710-2711 (1988); Family Education
Rights and Privacy Act of 1974, 20 U.S.C. § 1232g(b)(1); Employee Polygraph Protection Act of 1988, 29 U.S.C.
§§ 2001-2009. Unfortunately, this daunting plethora of remedial alternatives offers little in the way of practical
relief. See Information Privacy, supra note 8, at 437 (noting that the numerous federal statutes intended to safeguard
individual privacy interests of U.S. citizens actually offer little in the way of protection).

86. Harm caused by a misuse of data is actionable under either the DPA or CCA. The DPA addresses
privacy infringements as to data “recorded in a form in which it can be processed by equipment operating
automatically in response to instructions given for that purpose.” See DPA, supra note 6, partI, § 1(2). The CCA
regulates all manners and forms involved in the granting of “a loan or any other form of financial transaction.” See
CCA, supra note 50, part I, § 9(1); ¢f. supra note 85 (suggesting the difficulties faced by United States citizens,
who must select from a wide variety of competing and sometimes duplicative statutory, regulatory and
administrative acts.

87. See generally infra notes 298-99 and accompanying text (describing the primary rights and relief
available to consumers harmed by inaccurate personal data).
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mation are rewarded® and insuring the accuracy of information is not compelled.”
On the other hand, the private individual must detect inaccuracies and take the proper
steps to obtain corrections.”® A hypothetical example portrays the barriers facing a
consumer harmed by inaccurate personal data.

At the age of twenty-seven, John E. Brown®' was denied credit when Infolink,
one of Britain’s largest data warehouses,” supplied inaccurate data to his mortgage
lender. Mr. Brown, an apartment resident for six years, had offered to buy a small
house in foreclosure. The house was reduced to a bargain price for quick sale.
Brown’s £42,000 offer was accepted, and he tendered a ten percent down payment.”
Brown’s application was denied due to poor credit. The mortgage lender relied on
a credit scoring system® based on data from Infolink. Infolink erroneously attributed
negative information about a John A. Brown to John E. Brown’s database. In fact,
John E. Brown had successfully paid off or maintained a variety of consumer loans
and had no adverse credit.

88. See generally infra notes 174-75 and accompanying text (relating the manner in which data gatherers
generate revenue).

89. See generally infra note 102 and accompanying text (relating the statutory duty of data users to correct
data upon notification of its inaccuracy). But see infra notes 273-74 and accompanying text (noting that a data user
commits no criminal offense by failing to correct inaccurate personal information).

90. See infra note 262 and accompanying text (reviewing DPA’s requirements that data spbjects detect
inaccuracies and expressly notify data users of the need to correct before any remedial action is taken).

91. A hypothetical based on procedures outlined in substantive U.K. law is necessary, since no single case
has to date been successfully prosecuted under the DPA on this issue.

92. Sarah Aryanpur, Special Report - Data Protection - Credit Where Credit’s Due, COMPUTER WKLY., July
15, 1993, available in LEXIS, Reuter Textline [hereinafter Credit Where Credit’s Duel.

93. In the hypothetical, the home was priced £5000 below market.

94, See ANNUAL REPORT 1995, supra note 1, at 8 (explaining the process by which credit scores are
calculated). This global provider of data management and credit scoring systems characterizes credit scores as snap-
shots summing up a person’s likely future credit performance at a given point in time. Id. The scores are calculated
according to mathematical tables that assign points for different bits of information regarded as determinative of
future credit performance. Id. Fair, Isaac offers lenders assistance in developing a custom scorecard from that
lender’s own data on its customers. Id. This data can either be pooled with information from other databases or
isolated to broaden or narrow the score’s predictive value. Id. Each scorecard consists of information like repayment
trends, the amount of credit an individual has, the ages and amounts of various credit lines, loans or cards, recent
inquiries that indicate an individual has been shopping for credit, and public record information. Id. at 9. Scores
give lenders a fast but reliable idea of how likely it is that a particular loan applicant will perform. Id. There is
strong support in the lending industry for the use of credit scores. See Niles S. Campbell, Credit Scoring Impact
on Industry Subject of Concern for GSE Regulator, BNA BANKING REPORT, Apr. 15, 1996, at 630-631 [hereinafter
Credit Scoring Impact} (reporting efforts of Fannie Mae and Freddie Mac, secondary mortgage lenders operating
under United States government license, to encourage primary lender reliance on credit scoring systems; the pur-
pose is to inject greater reliance on objective criteria into the lending process); see also id. (quoting Aida Alvarez,
director of Federal Housing enterprise, recognizing that greater reliance on objective analysis protects against
lending evils such as discrimination and disparate treatment, since credit scoring removes the human element of
loan originators and underwriters from the process). But see id. (relating Alvarez’ concerns about the negative long
term implications of credit scoring); id. (relating that Dan McLaughlin, operations manager at Mortgage Electronics
Registration Systems, expresses concerns that certain industry components might use artificially generated credit
scores to identify and target potential lenders with average scores for denial).
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Complying with statutory rules,’® Brown requested and paid for a copy of his
credit report.”® By the time he figured out the credit denial was due to someone else’s
bad credit” and explained things to the lender, more than a month had passed.” The
lender told Brown the loan could not be approved until and unless it received a cor-
rected version of his credit report. Brown then embarked on the statutory journey
necessary to correct his file.” First, he informed Infolink in writing of the error.'®
Infolink notified Brown in a form letter that he had to prove he was who he purported
to be, and demonstrate that his file contained inaccuracies'® before any changes
would be made.'” Brown complied while another month passed!® Infolink corrected
Brown’s file within the statutory time frame,'™ but still too late for him to save his
bargain.

. Attrial, Brown sought to recover the £5000 difference between the cost of the
house he originally sought to purchase, and what he would have to pay for a similar
home.'® Brown asserted he was never contacted regarding the troublesome credit
report, claiming that notification would have allowed him to correct the information
long before he applied for credit.'® Infolink noted the lack of any statutory require-
ment compelling data management companies to verify information with data sub-
jects.'”’ It raised the statutory defense of reliance on data obtained from third parties,

95. DPA, supra note 6, part IH, § 21(2) (